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AN EFFICIENT CERTIFICATELESS MULTI-RECEIVER
THRESHOLD DECRYPTION SCHEME

RONGHAI GAO!, JIWEN ZENG"? AND LUNzHI DENG?*

Abstract. Threshold decryption allows only quorum cooperate users to decrypt ciphertext encrypted
under a public key. However, such threshold decryption scheme cannot be applied well in this situation
where all users have their public and private key pairs, but do not share any private keys corresponding
to the public keys, such as mobile network featured with dynamic character. The direct way to achieve
threshold decryption in this case is to divide the message into several pieces and then encrypt these
pieces with the public keys of different users. However, this is very inefficient. Multireceiver threshold
decryption scheme that could be applied efficiently in the above situation. Recently, some certificateless
(ID-based) multireceiver threshold decryption (signcryption) schemes are introduced. But the bilinear
pairings are used in most of the existing schemes. In this paper, we propose an efficient certificate-
less threshold decryption scheme using elliptic curve cryptography (ECC) without bilinear pairing.
Performance analysis shows that the proposed scheme has lower computation cost than existing some
threshold decryption schemes in both encryption and decryption process. Security analysis shows that
our scheme is IND-CCA secure, and no one outside of selected receivers can disclose receivers identities,
against the adversaries defined in CL-PKC system under the random oracle model.
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1. INTRODUCTION

In traditional public key infrastructure (PKI) exists management, distribution, and revocation of public key
certificate, these lead to high calculation and communication costs. To address this problem, in 1984, Shamir
[21] proposed the cryptosystem based on identity. Its main idea is that the public keys are generated by any
strings while the private keys can be generated by the key generation center (KGC). In such cryptosystem,
the trust problem does not exist in the certificate-based cryptosystem because binding the public key to the
corresponding user is not required. Therefore, identity-based cryptography greatly lowers the needs for certifi-
cate. Boneh and Franklin [2] introduced the first practical ID-based encryption (IBE) scheme. However, there
exists the inherent key escrow problem in ID-PKC. To avoid the problem of identity-based cryptography, in
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[1], Al-Riyami and Paterson introduce the concept of Certificateless Public Key Cryptography (CL-PKC), and
they present a concrete pairing-based Certificateless Public Key Encryption (CL-PKE) scheme. This model
(CL-PKC) does not require a certificate to ensure the authenticity of the public key. In the CL-PKC cryptosys-
tem, a KGC called a semi-trusted third party generate the partial private key for an entity with its identity
by using system’s master-key. The entity combines some secret value with the partial key to produce its full
private key.

Threshold cryptography is a branch of research in the field of cryptography, which can avoid the problem of
single point failure by sharing a secret among multiple parties. Threshold cryptography has been widely used
in the construction of secret sharing, threshold encryption, threshold decryption, threshold signatures, privacy
protection, etc. Threshold decryption is to disperse decryption power by distributing shares of decryption keys
to multiple participants. For example a typical application of threshold decryption is to use multiple receivers’
public keys to encrypt the message to be sent, and then send the ciphertext to these receivers. In this typical
application, a cooperation containing arbitrary ¢ out of n receivers can correctly decrypt the received ciphertext,
but the message is secure if the number of the receivers is less than the threshold value ¢. In 1998, Shoup et al.
[22] proposed the first provably secure threshold decryption scheme in the public key cryptosystem. Latter,
many threshold decryption schemes are proposed [9, 11, 25]. Hong et al. [9] presented fair threshold decryption
schemes which either all receivers can decrypt it, or none of them can. In their scheme, semi-trusted third
parties and off-line semi-trusted third parties are used for fair exchange. Although their solution uses only a
simple hashed version of ElGamal encryption, their method can also be well extended to other threshold signa-
ture schemes and threshold decryption schemes. Xu et al. [25] proposed a new verifiable threshold decryption
scheme without trusted center, there are several advantages in this scheme such as dynamic member revocation
and cheat-proof.

Combining ID-based public key cryptography with threshold decryption, the notion of identity-based thresh-
old decryption (IBTD) scheme was proposed [12]. Latter, Long et al. [15] proposed an IBTD scheme, and
its security is reduced to the Bilinear Diffie-Hellman problem. Therefore, two bilinear pairing operations are
concealed when verifying the validity of ciphertext. Chai et al. [4] (2006) constructed an efficient ID-based
broadcast threshold decryption scheme in mobile ad hoc network, a sending node can effectively broadcast
encrypted messages to multiple dynamic groups in such a way that only the groups reaching the minimum
size can decrypt the received ciphertext. In the literature [3], Chai et al. first proposed an ID-based threshold
decryption scheme without random oracles, and proved that it is selective chosen plaintext secure under the
bilinear Diffie-Hellman inversion assumption. In order to guarantee that the shared decryption is performed
correctly, Ju et al. [10] modify Chai et al.’s [3] scheme to ensure that all decryption shares are consistent, and
presented the first mediated IBE scheme based on the bilinear Diffie-Hellman inversion assumption without
random oracles. Other threshold decryption schemes can reference literature [5, 13, 17, 19, 23, 26] in the context
of identity-based cryptography.

However, less attention is paid to certificateless threshold cryptosystem in the existing literature, Long et al.
[14] presented the first certificateless threshold decryption scheme, the scheme is secure against threshold
chosen-ciphertext attack. Based on the idea of [24], in 2009, Zhang [27] introduced the first certificate-
less threshold decryption scheme that is IND-CCA secure against chosen ciphertext attack in the standard
model.

In threshold decryption scheme, if the message is divided into several pieces and then encrypt these pieces
with the public keys of different users. However, this is very inefficient way. Multireceiver threshold decryption
scheme that could be applied efficiently in the above situation, but to our knowledge, only a few literatures
considered such schemes [5, 18, 29]. Chai et al. [5] proposed the first ID-based multireceiver threshold decryption
scheme. Qin et al. [18] proposed identity-based multireceiver threshold signcryption scheme, and the chosen-
ciphertext security is proved formally. Unfortunately, Zhang et al. [29] pointed that Qin et al.’s scheme is neither
semantically secure against IND-CCA nor unforgeable against EUF-CMA, and proposed an improved scheme
to capture the security requirement.
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1.1. Our contribution

In this paper, based on encryption idea of [6], combining the certificateless cryptography and the threshold
cryptography, we propose an efficient certificateless multireceiver (¢,n) threshold decryption scheme (CLM-
RThD) using elliptic curve cryptography (ECC), which avoid both the single point of failure in the distributed
networks and the inherent key escrow problem in identity-based cryptosystem. Since our scheme does not use
bilinear pairing during the encryption and decryption process, the proposed multireceiver threshold decryption
scheme has higher efficiency than the existing threshold decryption schemes. In the encryption and decryption,
our scheme has the lowest runtime comparing with schemes [5, 14, 15, 18, 29]. Our scheme provides confidential-
ity of message and anonymity of receiver under the random oracle model with the difficulties of computational
Diffie-Hellman problem and against the adversaries defined in CL-PKC system.

1.2. Organization

The rest of the paper is organized as follows: mathematical preliminaries are introduced in Section 2. Formal
definition of Our CLMRThD scheme is presented in Section 3. Our CLMRThD scheme is proposed in Section 4.
In Section 5, we give some security analysis of our CLMRThD scheme. In Section 6, we analyze the performance
of the proposed CLMThD scheme. At last, some conclusions of the paper are presented.

2. MATHEMATICAL PRELIMINARIES

In this section, we introduced the Lagrange interpolating polynomial theorem and existing some intractable
problems.

2.1. Polynomial interpolation
Lagrange interpolating polynomial theorem: Let

k

k-1
flz) = ZLi(w) = Zaixi
i=0

i=1

beha,polynomial of degree k — 1 > 0 that passes through the k points (x1,¥1), (x2,¥2),- -, (g, yr) where for
each i,
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Ll(xl) = yi,Li((I}j) = 0,.13]‘ S {.%‘1, . ,a:k} \ {in},i =1,...,k.

2.2. Computational problems and some assumptions

Here, we mainly introduce the definitions of negligible function, decision Diffie-Hellman problem, discrete
logarithm (DL) problem, and some assumptions.
Let G be a cyclic group of prime order ¢ defined on elliptic curve, P be a generator of G.

Negligible function. We call function w(k) is negligible if there exists [y such that w(k) < % for every [ > ly.

Discrete logarithm (DL) problem. Given a random instance (P, zP), where P € E, and z € Z;, A com-
putes z from (P, zP). The probability that a polynomial time-bounded algorithm A can solve the DL problem
is defined as Adv" (k) = Pr[A(P,z2P)=xz: P € E;z € Z}]
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Discrete logarithm (DL) assumption. For any PPT algorithm A, AdvR* (k) is negligible if Adv}* (k) < w,
for negligible function w.

Decision Diffie-Hellman (DDH) problem. Given (P,aP,bP, X) for some random a,b € Z; and X €pg
{abP,Y € G\ abP}, decide if X = abP holds. The probability that a polynomial time-bounded algorithm .4
can solve the DDH problem is defined as Adv}PH (k) =| Pr{A(P,aP,bP,X) | X = abP] — 1 |

Decision Diffie-Hellman assumption. For any PPT algorithm A, AdvRPH(k) is negligible if
AdvRPH (k) < w, for negligibble function w.

3. FORMAL DEFINITION OF THE CLMRTHD SCHEME

The CLMRThD scheme includes four kind of participants, which they are the sender of ciphertext, the private
KGC, n receivers selected and decryption combiner (DC), respectively.

Let T = {R1,R2,...,R,} be group of n receivers selected by sender, ID = {IDy,ID,,...,ID,} are
their group identities, pk = {pk1,pks,...,pkn} and sk = {skiy,sks,...,sk,} are group public key and the
full private key, respectively. In CLMRThD scheme, sender uses public key {pki,pks---,pk,} and identities
{ID1,IDs,...,ID,} of receivers {R1,Ra,..., Ry} to encrypt message m to generate ciphertext o, and then
sends the ciphertext o to the receivers through the public channel. Every receivers R; can correctly calculate
decryption share p; from ciphertext received by using her/his private key sk;. DC (or one of the receivers) col-
lects t shares to decrypt ciphertext, and then sends the plaintext to every receiver. No one other than receivers
selected can disclose receiver identity in group T. Figure 1 intuitively demonstrates the process of CLMRThD
scheme. The definition of the ¢ out of » CLMRThD scheme is described as follows.

In generally, a certificateless multi-receiver (¢,n) threshold decryption scheme consists of a tuple (Setup,

PK = {pky,,Pkn} ot /a’”text
OQ\‘ Recelverzw

G Plaintext
iphertext M( Decryption

/;;‘ C } combiner
: %
. )
Sender T ’&# Recelver,
ID ={IDy,",IDn}
Recelver,,

FIGURE 1. Process of a CLMThD scheme.
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Partial-Private-Key-Extract, Set-Secret-Value, Set-Private-Key, Set-Public-Key, Multi-encryption, Decryption
share computation, Multi-threshold-decryption.)

— Setup: Run by the KGC, a security parameter k as input. It outputs the system’s public parameters
params and the master public/private key pair (mpk,msk), params and mpk are published, and KGC keep
the master private key msk.

— Set-secret-value: Run by receiver with identity I.D; himself/herself. It outputs his/her secret value r;.

— Set-Public-Key: This algorithm is executed by receiver R; himself/herself to generate his/her public key
P; according to his/her secret value r;.

— Partial-Private-Key-Fxtract: Run by KGC. This algorithm takes as input the master private key msk
and the identity ID; of receiver R;, to output corresponding partial private key s;, and delivers it to the
receiver R; via an secure channel.

— Set-Private-Key: This algorithm is executed by receiver R; with identity ID;. It takes (£, s;,r;) as input
and returns the full private key sk; .

— Multi-encryption:This is PPT algorithm. Sender executes this algorithm to generate a ciphertext for
message m by identities and full public key of selected receivers .

— decryption share computation:Run by each receiver. This algorithm takes as input a ciphertext ¢ and full
private key sk;, where ¢ € {1,2,...,n}, and generate receiver R}s decryption share y;.

— Multi-threshold-decryption: Run by DC. This algorithm takes as input a ciphertext C, and a set of
decryption shares {/;}icq,|q|>¢- It outputs a plaintext M.

4. PROPOSED CERTIFICATELESS MULTI-RECEIVER (t,7) THRESHOLD
DECRYPTION SCHEME

In this section, we will present a certificateless multi-receiver (¢,n) threshold decryption (CLMRThD) scheme
using ECC without bilinear parings. The proposed scheme has four kinds of participants, i.e. a KGC, a sender
S, selected n receivers R1,Ra, ..., Ry, DC. Sender encrypts message m to generate ciphertext o for selected
receivers R1, Ra, ..., Ry, then sender conveys the ciphertext o to the receivers. Every receivers R; can correctly
calculate decryption share p; from ciphertext received by using her/his private key sk;. DC collects ¢ shares
to decrypt ciphertext, and then sends the plaintext to every receiver. No one other than receivers selected can
disclose receiver identity. The KGC generates the system’s parameter and identity-based partial private keys of
all the receivers R; for i € {1,2,...,n}. The proposed scheme includes the following seven algorithms (Setup,
Partial-Private-Key-Extract, Set-Secret-Value, Set-Private-Key, Set-Public-Key, Multi-encryption, Decryption
share computation, Multi-threshold-decryption.)

— Setup: k is a chosen security parameter, KGC run this algorithm to generate the system’s parameters.
The following steps will be implemented in this algorithm.
(1) Choose two k-bits integers lq,ls, two prime integers p, ¢ with k-bits length, and an elliptic curve E
defined on Fj,. Let G be additive group on elliptic curve F, and G, be subgroup of G with prime
order q.
(2) Pick randomly a generator P € G,.
(3) Choose = € Z; as the master key and Py =z - P.
(4) Select four secure one-way resist collision hash functions H; : {0,1}* — Z7(i = 1,2,3); Hy :
{0,1}* — {0, 1}h+t2,
(5) Publish system’s parameters Q = {p,q,l1,l2,E,G, Gy, P, Pyup, H1, Ho, Hs, H,} and message space
M = {0,1}".
— Set-secret-value: Receiver R; with identity ID; randomly picks r; € Z; as his or her secret value and
calculates P; = r; - P as the corresponding public key, and R; sends (P;, ID;) to KGC.
— Partial-Private- Key-Fxtract: According to the identity ID; and partial public key P; of receiver R;, the
KGC executes the following process:
(1) Randomly choose t; €g Z; and compute T; =t; - P.
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(2) Calculate k; = Hy(P;,T;,ID;) and s; = t; + k;z mod (q).

(3) Send the tuple (T3, s;) to receiver R; by authenticated secure channel.

Here, s; is receiver Rs partial private key. Partial private key s; is valid if verify that equation
s;iP =T, + Hi(P;,T;,ID;)Ppyp is true and vice versa. Since we have

Ty + Hi(P;, T, ID;) Py
= tiP + kiPpub
= SiP

— Set-Private-Key: Receiver R; secret keeps sk; = (7, s;) as his or her the full private.

— Set-Public-Key: Receiver R; keeps pk; = (T3, P;) as full public key.

— Multi-encryption: This algorithm is executed by sender S to generate a ciphertext of message m for selected
n receivers Ri, Ro, ..., R, with identity ID,,1Ds,---ID,. The following steps will be performed in this
algorithm.

(1) Choose randomly « € {0,1}!2 and given message m € M. Calculate s = Ho(m,~) and S = sP.
(2) Compute U; = s - (P, + T; + ki Ppup) and p; = H3(U;, ID;, pk;),where i = 1,2,...,n.
(3) Randomly select ag, a1, ...,a;—1 €r Z; and construct a polynomial f(x) with degree ¢ — 1 as follows:

t—1
() = 3 a2 (modg)
i=0
= at_la:tf1 + a,g_gavt*2 +- -+ a1x+ ag.

(4) Compute v; = f(p;),i =1,2,...,n.
(5) Compute C = Hy(S,a0) ® (m ).
(6) Generate ciphertext.

0= (S,Cﬂ/l,VQ,. . .,Vn,].—‘)7
where T is a label that contains the information about how v; is associated with each receiver R;.

— Multi-threshold-decryption:
Compute decryption share: To compute a decryption share pu; of the ciphertext o =
(S,C,v1,va,...,v,,T') using receiver R>/s private key sk; = (s;,7;), receiver R; calculates:
U, = (Si + ’I“l)S and p; = H3(Ui,IDi,pk'i),i € {1, 2,... ,TL}.
Combine A DC (or one of the receivers) collects ¢ decryption shares p; € Zy to generate the plaintext,
DC will perform following steps:

(1) Construct a polynomial F(z) = '_, Li(z) of degree t — 1 that passes through the ¢ points
(.ula V1)7 (/L27 V2)7 B (.Utv Vt)» where Lz(z) =V H1§j¢i§k ﬁa and Li(.ui) = Vi, Li(,uj) = O(i # .])7
ie. F(pu)) =vi(i=1,...,t), so F(z) = f(z) (by Lagrange interpolating polynomial theorem), and
compute ag = f(0).

(2) Compute m v = Hy(S,a9) ® C.

(3) Verify if S = Hs(m,~)P holds. If not, DC stops the process; otherwise, DC returns the plaintext m
to RZ
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5. SECURITY ANALYSIS OF THE PROPOSED CLMRTHD SCHEME

Security is a very important property of cryptography scheme. In this section, we will define the security mod-
els and the security notions of the proposed CLMRThD scheme. The security notions are the indistinguishability
of encryption under selective multi-ID chosen-ciphertext attacks (IND-sMID-CCA) and anonymity of receiver
under selective multi-ID, chosen-ciphertext outsider attacks (Anon-sMID-CCOA). Then, we will prove that our
CLMRThD scheme is provably secure in the robust security model by using the security theorems.

5.1. Security model

In order to deal with the security of the CLMRThD scheme, we will consider the adversarial model that
determines the goal and the possible actions of the adversary. In our setting, the goals of the adversary are
to distinguish two messages and receiver identity under a challenge ciphertext. In an attack, we assume that
adversary may choose multiple identities, and already has a part of the receiver’s private key by corrupting
them. However, the number of private keys possessed by the adversary cannot exceed t — 1. In the proposed
CLMRThD, we define the following two kinds of adversaries:

Type I adversary A;: A; is outside adversary who cannot access the master private key of KGC. But A; can
replace the user’s public key with a value of his/her choice.

Type II adversary As: As can get the master key. However does not allow him/her to replace public key of
any user at any time.

Define the security of a CLMRThD scheme as a game played between an adversary A € {41, A>} and a
challenger C. During the game, A can make the following queries to C.

Create — User query: C generates private key and public key for the user U;. C sends the user U,’s public
key to A.

Public — Key — Retrieve query: C returns the matching user U;’s public key to A.

Public — Key — Replacement query: C replaces the associated user’s public key with new public key chosen
by himself/herself.

Secret — Value — Extract query: C sends the user’s secret value to A.

Partial — Private — Key — Extract query: C sends the user’s partial private key to A.

Decryption — share query: C calculates decryption shares from received ciphertext using receivers’ private
key and sends them to A.

Decryption query: C decrypts the received ciphertext and sends plaintext to A.

We define the confidentiality of a CLMRThD scheme as the indistinguishability against selective multi-
identity chosen ciphertext attack (IND-sMID-CCA). The IND-sMID-CCA game is defined as follows.

Game I In order to indicate the confidentiality of the CLMRThD scheme.

Initialization. A selects n receivers R* = {R}, R5,..., R} with identity ID* = {ID;,ID},... . ID}}
respectively and sends I D* to C.

Note, here we can assume that A has already learned about the private keys of at most ¢ — 1 corrupted
receivers among these target receivers (e.g. with identities ID},IDj, ..., ID; ;).

Setup. The challenger runs setup to generate params and msk. C sends params to A.

Phase 1. A could adaptively make oracle queries aforementioned, but do not allow him/her to make
Partial — private — Extract/Public — Key — Replace query with ID € {ID{,ID;,,,...,1D;} if he/she is
Ay [ As.

Challenge A selects two distinct plaintexts mg and m; with equal length, then sends {mg,m1} to C. C
randomly selects A € {0,1} and uses {IDj,IDj,...,ID?} and corresponding public key to encrypt the message
my for generation the ciphertext C'T*. Then C sends C'T* to A.

Phase 2. In this phase, A can make the same queries as he/she does in Phase 1. However, A cannot make
Decryption query with CT* and {ID3,IDj,..., 1D}, and he/she also cannot make decryption share query
about ID € {ID{,1D;,,,...,1D;}.

Guess Finally, A outputs a guess X € {0,1}. We say that A wins the game if \' = A.
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We call such A as IND-sMID-CCA adversary. The advantage of A against the CLMRThD scheme is defined
as below:

Advgyyiprnn OO A) = PriN =2 = 1/2 .
Definition 5.1. We say a CLAMRE scheme is IND-sMID-CCA secure if there exists no polynomial-time

attacker that can win the IND-sMID-CCA game with non-negligible advantage.
The IND-sMID-CCA game model is shown in Figure 2.

The DDH problem

D" = {IDf, ", ID7}

__Params Setup (654

Queries
Secret value
Responses

Partial private
./4 My, M, P

key
C* = En(IiD7,, IDp, .
Pki.?-(, P':;.Mﬂ) " public key replace

Queries @
Responses |
if g =4
B' € {0,1} C solves DDH problem with

non-negligible advantage

F1GURE 2. The indistinguishability of encryptions under IND-sMID-CCA game.

We define the receiver anonymity of a CLMRThD scheme as the anonymous indistinguishability against selec-
tive identity chosen ciphertext outsider attack (ANON-IND-sID-CCOA). The ANON-IND-sID-CCOA game is
defined as bellow.

Game II In order to show the anonymity of the CLMRThD scheme.

Initialization. A selects two receivers R* = {R{, Ri} with identity ID* = {ID{, D7} respectively and
sends them to C.

Setup. The challenger runs setup to generate params and msk. C sends params to A.

Phase 1. In this phase, A could adaptively make the oracle query aforementioned. However, he/she cannot
make Create — U ser, partial — key — Extract/ Public— Key — Replace query with ID € ID* if he/she is A; / As.

Challenge. A submits a message m and a set of identities {IDy,IDs3,...,I1D,}(n >t) to C, C randomly
selects A € {0,1} and uses identities ID%, Dy, IDs,...,ID, and corresponding public key to generate a cipher-
text C'T*. Then C sends CT* to A.

Note, here we can also assume that A4 has already learned about the private keys of identities
1Dy, IDs,...,ID;.

Phase 2. In this phase, A can make the same queries as he/she does in Phase 1 except that he/she cannot
make Decryption query with CT* and © C {ID},IDs,IDs,...,ID,}, where | © |=t,ID5 € O, and he/she
also cannot make decryption share query about ID € {ID{§, I1D7}.
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Guess Finally, A returns A’ € {0,1} as his/her guess value about A\. We say that A wins the game if A’ = A.
The advantage that A against the game is defined by AdviY (Y e P~ IP=CCOA (L) =| Pr[N = )\ - 1/2].

Definition 5.2. A CLMRThD scheme is said to be ANON-IND-sID-CCOA secure if AdvégfﬁgéNDﬂID*CCOA (A)
is negligible for any polynomial-time-bounded adversary A.

The model of this game is shown in Figure 3.

The DDH problem

ID;, ID;
Params Setup (64
Queries

Responses
A Partial private key
M,IDy,,IDy,

.
C* = En(IDy, 1Dy, ID;,
o
Queries
Responses
if g’ =4
B' € {0,1} C solves DDH problem with

non-negligible advantage

FIGURE 3. The anonymous (Anon)-sMID-CCA game.

5.2. Security theorems

In this subsection, we will discuss security of the proposed CLMRThD scheme. The analysis indicates that the
proposed CLMRThD scheme is IND-sMID-CCA secure and ANON-IND-sID-CCOA secure against two types
of adversaries A7, As.

Theorem 5.3. The proposed CLMRThD scheme correctly generates the ciphertext o = (S,C,v1,...,vn, ), and
at least t receivers act together can decrypt it appropriately.

Proof. Receiver R; can compute (s; +7;)S = (r; + t; + kix)sP = s(r; + t; + kix) P = s(P; + T; + ki Pyup) = U;
and p; = H3(U;, ID;, pk;). So, every receiver R; can correctly compute decryption share p; using his/her private
key sk; = (si,73)-

A DC (or one of the receivers) collects ¢ decryption shares pi, pa, ..., € Z; to construct a polynomial
F(z) = Z§=1 L;(x) of degree t — 1 that passes through the ¢ points (u1,v1), (p2, v2), . - ., (e, v ), where L;(x) =
Vi [li<ji<n 2—Fi So, F(z) = f(x) (by Lagrange interpolating polynomial theorem), and compute ag = f(0).

i — g
DC computes m 1y = Hy(S,a9) & C and s = Ha(m, ) is true. So, we proposed CLMRThD scheme is correct
and consistent. 0

Theorem 5.4. In the random oracle model, our CLMRThD scheme is the IND-sMID-CCA secure against the
adversary Ay with the hardness assumption of DDH problem.
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Proof. The basic idea of proof is contradiction. If proposed CLMRThD scheme is not IND-sMID-CCA secure, i.e.
there exists a polynomial time-bounded adversary .4; that wins the game with non-negligible advantage. Then
we can construct a probabilistic polynomial time-bounded challenger C to solve the DDH problem by interacting
with the adversary A4;, that is, for given an instance (P, aP,bP, X) of the DDH problem, the challenger C be
able to determine if X = ab- P holds. The challenger C simulates the game for A; as below.

The challenger C first maintains the following initial-empty lists in order to achieve the consistency between

queries made by the adversary A;. O
Initialization. A; selects n target identities I D1, ..., ID, and sends them to C.
Note, here we can assume that A; has already learned about the private keys of at most ¢ — 1 corrupted
receivers among these target receivers (e.g. with identities 1Dy, IDs, ..., ID;_1).

Setup. C sets Py, «+— x - P, and executes setup algorithm to generate other parameters. Then C delivers
{paQ7llal27EaGanvpvppubyHlaH27H3aH4} to -/41- ) )

Phase 1. To simulate the random oracles, C maintains four lists Lﬂffit, where L?If_t is initialized empty
(i=1,2,3,4). The four random oracles make following response to .4} s queries.

— H1(ID;, P;,T;): C checks if (ID;, P;, T;, k;) exists in Lﬂfflt. If so, C sends k; to A;. Otherwise, C randomly
chooses a value k; € Z, inserts (ID;, P;,T;, k;) into L%Sf and sends k;.

— Hy(mi,v;): C checks if (my,;, b;) exists in Lgslt. If so, C returns s; to A;. Otherwise, C randomly chooses
a value b; € Z, inserts (m;, v, b;) into Llﬁ‘;t and returns b;.

— H3(U;, ID;,pk;): C checks if (U;, ID;,pk;, ;) exists in Lﬂffst. If so, C returns p; to A;. Otherwise, C
randomly chooses a value p; € Z;, inserts (U;, I D;, pki, 11;) into LZ‘? and returns p;.

— Hy(S;, a40): C checks if (S;, a0, 7;) exists in ngﬁt. If so, C returns 7; to A;. Otherwise, C randomly selects
an element 7; € {0, 1} inserts (S;, a0, 7;) into LY and returns ;.

Phase 2. A; can adaptively make queries to C. C maintains a list L%St, which is initialized empty. Challenger

C responses these queries made by adversary A; as below.

— Create — User(IDg,) query: C checks if (IDg,,t;,si, 74, Ti, Pi) exists in L5t If so, C returns (13, P;) to
Aji. Otherwise, C executes the following processes.

— If IDg, € {IDy,...,ID,} holds, without losing generality, we suppose IDg, = ID;(t < i < n), C ran-
domly chooses r;,t; € Z;, computes P; = P, T; = t;aP, k; = Hi(ID;, P;,T;) and sets s; «<— L. C inserts
(ID;, P;,T;, k;) and (I Dy, t;, s;,r:, Ty, P;) into Lljfflt and LYt respectively. At last, C returns (7}, P;) to A;.

~ If IDR, ¢ {IDy,...,I1Dy}, C randomly picks r;,s:,k; € Z;, computes T; = s;P — ki Ppup, P = 7:P. C
inserts (ID;, P;, T;, k;) and (ID;, t;, s;,7i, T;, P;) into Ll}’ff and LY, respectively. At last, C returns (T}, P;)
to Al.

— Public-Key-Retrieve(IDpg,): C checks if (IDg,, s;, i, T;, P;) exists in L%t If not, C makes the Create-User
query with IDpg, first. Then, C returns (7}, P;) to Aj.

— Public-key-Replacement (IDg,,T],P!): C checks if (IDg,,si, i, T}, P;) exists in LY. If not, C makes
the Create-User query with IDp, first. Then, C replaces (T;, P;) with (77, P/). Now challenger C sets
S; = J_, Ski = (J_,J_)

— Partial — Private — Key — Extract(IDp,): C checks if (IDg,, s;, i, T;, P;) exists in L%t If not, C makes
the Create-User query with IDp, first. Then, C returns s; to A;.

— Secret — Value — Extract(IDg,): C checks if (IDg,,si, i, T}, P;) exists in LYt If not, C makes the
Create-User query with IDp, first. Then, C returns [; to Aj;.

— Decryption(IDR,,IDg,,...,IDg,,0;): C checks if VIDr, ¢ {ID1,...,I1D,}(j = 1,2,...,t) holds, where
o; = (8, Ci,vi1, ..., v, ). If yes, C looks for tuple (IDg,,s;,r;,Tj, P;) in L%St and uses (s;,7;) to
compute decryption share j;;, and DC decrypts ciphertext o; using ¢ shares collected. Otherwise there
exists some IDg, € {IDy,...,ID,},C responds according to the following steps.

— C looks up Ll}’ff for (S;, a0, ;). If not, C outputs failure and stops.
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— C searches the tuple (m;,~;, s;) from L?I‘Zt, and checks if S; = s; P holds. If so, C keeps (m;,~;), if not, C
outputs failure and stops.
— C checks if C; = 7; ® (my; || ;) holds. If not, C outputs failure and stops. Otherwise return m; to the A;.

Challenge. After making above queries, A; chooses two distinct plaintexts mq and m; with the length Iy and
sends them to challenger C,C chooses A € {0, 1} uniformly and executes the following steps.

— Csets S* «—b-P.

— Let U; = (ks +7;)S* + ¢, X, and computes p; = H3(U;, ID;,pk;),i =1,2,...,n.

— C chooses ag, a1,...,a;—1 €gr Z; to construct a polynomial f(x) =ap+a1w+ -+ a1t~ of degree

t — 1, and computes v} = f(u;)(i =1,2,...,n).

— C chooses v* € {0,1}"2 at random and computes 7* = Hy(S*, ag) € {0,1}1*12 and C* = 7* @ (my || v*).
Final, C sends the ciphertext o* = (S*,C*, vy, v3, ..., vi,T).

Phase 3. In this phase, A; issues new queries similar to in Phase 1 and Phase 2 except that he cannot make
decryption queries with Q C {IDy,IDs,...,ID,} and o*, where | Q |=t. A; is not allowed to make decryption
share query if ID; € {ID,,...,ID,}.

Guess. A; outputs X € {0,1} as guess value about \. If A = X, then C outputs 1, otherwise, C outputs 0.
A; wins the game if and only if A = X’ holds.

Based on the above oracle queries, the simulation of C is perfect. Next, we consider the probability that
challenger C fails in Game I. Combined with the previous description, we know C fails in Decryption query if
(83, ai0) is not in LYF". The probability that A; can correctly guess the output of Hy : {0,1}* — {0,1}1+>
is 1/21+!2 Therefore, the probability of C failure in the game I is less than gg/2"*1!2, where g4 denotes the
Decryption query times in the game.

If X = abP holds, then o* is valid ciphertext. Thus, 4; is able to distinguish A with non-negligible advantage €.
Prlc=1[X =abP]=Pr]A=X | X =abP] = +e.

If X # abP,then the ciphertext distribution is random and uniform when A = 0 or A = 1. So, A; cannot
distinguish A with any advantage.
Prlc=1|X # abP] = Pr]A=X | X # abP] = 1.

Probability analysis: Suppose that adversary A; can break the IND-sMID-CCA security of the proposed
CLMRThD scheme with non-negligible advantage €, let’s analyze Probability of challenger C solving the DDH
problem. Assume that adversary 4; makes H; query at most ¢;(i = 1,2, 3,4) times, g. times create user queries,
and gq times threshold decryption queries. We also assume that challenger C successfully simulates the hash
oracle H;(i = 1,2,3,4) and never repeats H;-oracle query with the same inputs.

(1) C succeeds Create user query with probability (1 — 2-) each time. So the execution of Create user oracle

q
is successful ¢, times with the probability

q1 q14c
1 Byae > - Dey,
( q) > ( q)

(2) Hi(i = 2,3) hash query succeeds with probability (1 — %) each time. Therefore the execution of H> hash
query is successful ¢; times with the probability

2

Qi g _ %
(1*5) > (1 q)-

(3) Similarly, the execution of Hy hash function succeeds g4 times with the probability

2
q4 qy
( - 2li+l2 )[M = ( B 2l1+l2 )
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(4) As can be seen from the previous analysis, Decryption query succeeds with the probability (1 — 5% ).
Therefore, we know C can solve the DDH problem with a non-negligible advantage

2 2 2
/ q14c a2 a3 dy dd
g > (1_ q )(1_;)( - E)(l_ 2l1+l2)(1_ ol +lz )6'

Because of the DDH problem is difficult. Therefore, the proposed CLMRThD scheme is IND-sMID-CCA
secure against A;.

Theorem 5.5. Our CLMRThD scheme is IND-sMID-CCA secure against Type II adversary As under random
oracle model with the difficulties of Decision Diffie-Hellman problem.

Proof. As is the polynomial time-bounded adversary, if As can break the security of the proposed CLMRThD
scheme. Then we can construct a PPT challenger C to solve the DDH problem by interacting with the adversary
A ; that is, for given an instance (P,aP,bP, X) of the DDH problem, the challenger C be able to decide if
X = ab- P holds. The challenger C maintains the following initial-empty lists in order to achieve the consistency
between queries made by the adversary As: O]

Initialization. Ay selects n target receivers Ri,..., Ry, the IDq,...,ID, denote identity of Rq,...,Rn,

respectively.
Similarly, we also assume that A5 has already learned about the private keys of at most ¢ — 1 corrupted
receivers among these target receivers (e.g. with identities IDq,IDs, ..., ID;_1).

Setup C picks = € Z; at random as system private key, and computes corresponding public
key Py = x - P . C performs Setup algorithm to construct other parameters. At last, C delivers
{p,q, 1,12, E,G, Gy, P, Pyup, H1, Ha, Hs, Hy } to Ag and master private key = to As.

Phase 1. In this phase, To simulate the random oracles, C maintains four lists LZ;I“ , Where Lllffit is initialized
empty (i =1,2,3,4). The four random oracles make following response to A}s queries .

— H{(ID;, P,,T;) : C checks if (ID;, P;,T;, k;) exists in Liéfjt. If so, C sends k; to A;. Otherwise, C randomly
chooses an value k; € Z, inserts (ID;, P;,T;, k;) into Lﬂfff and sends k;.

— Hs(my,~;): C checks if (my,v;,b;) exists in Lllfflt. If so,C returns b; to A;. Otherwise, C randomly chooses
an value s; € Z;‘, inserts (m;,~;, b;) into L%‘;t and returns b;.

— H3(U;, ID;,pk;): C checks if (U;, ID;,pk;, ;) exists in Liéfst. If so, C returns p; to A;. Otherwise, C
randomly chooses an value p; € Z;, inserts (U;, I D;, pk;, p;) into LZ? and returns p;.

— Hy(S;, a40): C checks if (S;, a0, 7;) exists in L?Iit. If so,C returns 7; to As. Otherwise, C randomly selects
an element 7; € {0,1}1+2 inserts (S;, a0, 7;) into Lﬁt and returns ;.

Phase 2. In this phase, As can adaptively make a lot of queries to C. C maintains a list L%St, which is

initialized empty. These queries are responded as below.

— Create — User(IDg,)query: C checks if (IDg,,t;, 8,7, T}, P;) exists in L4, If so, C returns (T3, P;) to
As . Otherwise, C performs the following steps.

— If IDg, € {IDy,...,ID,} holds, Without losing generality, we suppose IDg, = ID;,C randomly
chooses 7;,t; € Z;, calculates P; = l; - aP,T; = t;P,k; = H\(T;, P;, I D;),s; = t; + kjz mod ¢ , C inserts
(ID;, P;, Ty, k;) and (ID;, t;, 8;,74, i, P;) into LYt and LY*! respectively. At last, C returns (7}, P;) to As.

~ If IDg, ¢ {IDy,...,ID,} ,C randomly picks ¢;,r;, k; € Z;, computes P; = r; - P,T; = t,P,s; = t; + k;x
mod q . C inserts (ID;, P, Ti, k;) and (ID;,t;,s;,73,T;, P;) into LY*' and LYt respectively. At last, C
returns (73, P;) to As.

— Public-Key-Retrieve(IDp,) : C checks if (IDg,, i, 74, Ti, P;) exists in LY%t. If not, C makes the Create-User
query with IDp, first. Then, C returns (7T;, P;) to As.
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— Public-key-Replacement (IDg,, T/, P!): C checks if (IDg,,si, i, T}, P;) exists in L5 If not, C makes
the Create-User query with IDp, first. Then, C replaces (T3, P;) with (77, P/). Now challenger C sets
S; = J_, Ski = (J_,J_)

— Partial — Private — Key — Extract(IDp,) : C checks if (IDg,, s;,7:, T}, P;) exists in L. If not, C makes
the Create-User query with IDp, first. Then, C returns s; to As.

— Secret — Value — Extract(IDg,) : C checks if (IDg,,s;,7,Ti, P;) exists in LYst. If not, C makes the
Create-User query with IDpg, first. Then, C returns [; to As.

— Decryption(IDg,,IDRg,,...,IDg,,0;): C checks if VIDg, ¢ {IDy,...,ID,}(j =1,2,...,t) holds, where
o; = (Si,Ci, Vi1, - .., Vin, I'). If yes, C looks up Lt for (IDg,,sj,7;,T;, P;) and uses (s;,7;) to compute
decryption share y;;, and DC decrypts ciphertext o; using ¢ shares collected . Otherwise there exists some
IDg, € {IDy,...,ID,},C responds according to the following steps.

— C looks up LlH’:‘Zt for (S;, a0, 7:). If not,C output failure and stops.

— C search the tuple (m;,~;,s;) from L%S;, and check if S; = s; P holds. If so, C keeps (m;,w;) , If not, C
outputs failure and stops.

— -C checks if C; = 7; ® (m; || ;) holds . If not, C output failure and stops. Otherwise return m; to the Ay

Challenge. After making above queries, A chooses two distinct plaintexts mg and my with the length 5
and sends them to challenger C,C chooses A € {0, 1} uniformly and executes the following steps.

— Csets S* —b-P.

— Let U; = (kiz + ¢;)S* + r; - X, and computes u; = H3(U;, ID;, pk;),i =1,2,...,n

— C chooses ap,ay,...,a;-1 €r Z; to construct a polynomial f(r) = ag+ ajx +---+ a;_12'~1 of degree
t — 1, and computes v} = f(u;)(i =1,2,...,n)

— C chooses v* € {0,1}2 at random, and computes 7 = Hy(S*, ag) € {0,1}11+12 and C* = 7* @ (my || 7v*).
Final, C sends the ciphertext o* = (S*,C*, vy, v3, ..., vk, ).

Phase 3. In this phase, A; can make the same queries in Phase 1 and Phase 2 except that he cannot make
Decryption queries with Q C {ID;,IDs,...,ID,} and o*,where | Q |= .45 is not allowed to make Hjz decryp-
tion share query if ID; € {ID;,...,ID,}

guess A, outputs A € {0, 1} as his/her guess value about A. If A = X', then C outputs 1,otherwise,C outputs
0.A3 wins the game if and only if A = X’ holds.

According to above oracle queries, we know the simulation of C is perfect. Now, we analyze the probability
that C fails in Game I. Based on the above description, we know C fails in Decryption query if (S;, €;) is not in
LY*t. The probability that A1 can correctly guess the output of Hy : {0,1}* — {0, 1}1+!2 is 1/2li+ 2 Therefore,
the probability that C fails in the game is less than g;/2" 72, where g4 denotes the Decryption queries involved
in the game.

If X = abP holds, then ¢* is valid ciphertext. Thus, 4; is able to distinguish A with non-negligible advantage
€.
Prlc=1|X =abP]=Pr]A=X | X =abP] =3 +e.
If X # abP, then the ciphertext distribution is random and uniform when A = 0 or A = 1. So, A; cannot
distinguish A with any advantage.
Prlc=1|X # abP] = Pr]A=X | X # abP] = 1.

Therefore, if Az can break the IND-sMID-CCA security of the proposed CLMRThD scheme with non-

negligible advantage €. According to Theorem 5.4, we know C can solve the DDH problem with a non-negligible
2 2 2
advantage e’ > (1 — ©0=)(1 — <2)(1 = %2)(1 — 5545 )(1 — 57475 )e. Due to the DDH problem is hard. Therefore,

the proposed CLMRThD scheme is IND-sMID-CCA secure against adversary As.

Theorem 5.6. In the random oracle model, our proposed CLMRThD scheme is ANON-IND-sID-CCOA secure
against the adversary Ay with the difficulty assumption of DDH problem.
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Proof. Assume that the adversary A; can breach our CLMRThD scheme, then we will be able to design a
challenger C for solving an instance of DDH problem, that is, for given an instance (P,a - P,b- P, X) of DDH
problem, the challenger C can determine if X = abP holds by interacting with the adversary .A;. Similar to
Theorem 5.4, let the lists Lllfft(z =1,2,3,4) and L%St are maintained by the challenger C. O

Initialization. The adversary A; selects two target users R{j, R} with identity 1D, I D7, respectively.

Setup: C sets Py, «— x - P, and implements Setup algorithm to construct other parameters. At last, C
delivers {p, q, ll, 12, E, G, Gq, P, Ppub7 H1, 1"[27 Hg, H4} to Al.

Phase 1. The challenger C responses to the adversary A;’s queries in the following ways:

Hash queries to H;(i = 1,2, 3,4): these queries are the same as performed in Theorem 5.4.

Phase 2. Now, the challenger C will respond to the queries made by the adversary 4; in the following ways:

— Create — User(IDg,) query: C checks if (IDg,,7i, 8, ti, Ti, Pi) exists in L¥st. If so, C returns (13, P;) to
Aji. Otherwise, C executes the below processes.

~ If IDg, = IDj for j € {0, 1} holds, C randomly chooses r;,t; € Zy, computes T; = t; -aP, P; = r; - Pk; =
H,(ID;, P;,T;) and sets s; «— L. C inserts (ID;, P;,T;, k;) and (ID;,t;,s;,r;, T;, P;) into La_’flt and L4t
respectively. At last, C returns (T3, P;) to Aj;.

— Otherwise IDg, ¢ {IDy,ID;}, C randomly picks r;, s;, k; € Zy, computes T; = s; P — ki Ppyp, Py = 7:P. C
inserts (ID;, P;, Ty, k;) and (ID;,t;, 84,74, T;, P;) into LY*t and LY*t, respectively. At last, C returns (T, P;)
to .Al.

— Public — Key — Retrieve(IDg,): C checks if (IDg,, si,r:, T;, P;) exists in L%%. If not, C makes the Create-
User query with ID; first. Then, C returns (73, P;) to Aj;.

— Public — key — Replace(IDpg,, T}, P!): C checks if (IDg,, s;,7i, Ty, P;) exists in LYt If not, C makes the
Create-User query with IDpg, first. Then, C replaces (T;, P;) with (ID;, T}, P).

— Secret — Value — Extract(IDg,): C checks if (IDg,,si, i, T}, P;) exists in LYt If not, C makes the
Create-User query with IDpg, first. Then, C returns [; to Aj;.

— Partial — Private — Key — Extract(IDg,): C checks if (IDg,, s;,7;, T}, P;) exists in L4*t. If not, C makes
the Create-User query with IDpg, first. Then, C returns s; to A;.

— Decryption(IDg,,IDg,,...,IDg,,0;): C checks if VIDg, ¢ {ID§,IDj} holds, where o, =
(Si, CiyVity - -+, Vin, T). If yes, C looks up LYt for (IDg;,s4,75,Tj, P;) and uses (sj,7;) to compute
decryption share p;;, and DC decrypts ciphertext o; using ¢ shares collected. Otherwise there exists a
IDg, € {ID§,ID5},C responds according to the following steps.

— C looks up ngff for (S;, a0, 7:). If not, C outputs failure and stops.

— C searches the tuple (m;, i, s;) from Lﬁéﬂ and checks if S; = s; P holds. If so, C keeps (m;,w;), if not, C
outputs failure and stops.

— C checks if C; = 7; @ (m; || vi) holds. If not, C outputs failure and stops. Otherwise return m; to the A;.

Challenge. After making above queries, A; picks plaintext m together with identities {IDs,...,IDy,}(n > t)
on which he wants to be challenged. C chooses A € {0,1} at random and implements the following process.

Here, we also assume that A; has already learned about the private keys of at most ¢ — 1 corrupted receivers
among these target receivers (e.g. with identities I Do, IDs, ..., ID;).

— Csets S* «—b-P.

— Let U; = (kiz +1;)S* + t; X, and computes p; = H3(U;, V;, ID;, pki),i = 1,2,...,n.

— C chooses ag,a1,...,a;,-1 €r Z; to construct a polynomial f(z) = ag+ a1z + -~ + a;_12"~" of degree
t — 1, and computes v} = f(u;)(i =1,2,...,n).

— C chooses v* € {0,1}!2 at random, and computes 7* = Hy(S*,ag) € {0,1}1+12 and C* = 7% @ (my, || 7*).
Final, C sends the ciphertext o* = (S*,C*, vy, v3, ..., vk, T).

b) n?
Phase 3. In this phase, A; can make the same queries in phase 1 and Phase 2 except that he cannot

make Decryption queries with Q C {IDy,IDs,...,ID,} and o*, where | Q |=¢,1D, € Q, A; also cannot make
decryption share queries with ID € {IDy,IDyy1,...,ID,}.
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TABLE 1. The notation and definition of different time complexities.

Notation Definition and conversion
T The runtime of executing a modular multiplication in Z;
T, The runtime of executing a modular exponentiation in Z7, T, ~ 2407},
Thp The runtime of a bilinear pairing operation, T, ~ 57
T3 The runtime of executing a hash operation, T}, ~ 23T},
Tsm The runtime of executing an elliptic curve scalar point multiplication operation

or an exponentiation operation in a multiplicative group, Ts,, = 297,,
T, The cost of an addition in an additive group or a multiplication in a multiplicative group, T, = 0.127,,

Guess. A; outputs M € {0,1} as his/her guess value about A. If A = X', then C outputs 1, otherwise, C
outputs 0. A; wins the game if and only if A = X’ holds.

Based on the above oracle queries, the simulation of C is perfect. Next, we consider the probability that
challenger C fails in Game I. Combined with the previous description, we know C fails in Decryption query
if (S, e;) is not in LY. The probability that A; can correctly guess the output of Hy : {0,1}* — {0, 1}/ 2
is 1/2l112. Therefore, the probability of C failure in the Game I is less than gq/2"**'2, where g; denotes the
Decryption query times in the game.

If X = abP holds, then o* is valid ciphertext. Thus, A; is able to distinguish A with non-negligible advantage €.
Prlc=1|X =abP]=Pr]A=X | X =abP] =3 +e
If X # abP, then the ciphertext distribution is random and uniform when A = 0 or A = 1. So, A; cannot
distinguish A with any advantage.

Prlc=1|X # abP] = Pr]A=X | X # abP] = 3.

Therefore, if A; can break the ANON-IND-sMID-CCOA security of the proposed CLMRThD scheme with
non-negligible advantage €, then according to Theorem 5.4, challenger C can solve the DDH problem with a
non-negligible advantage &’ > (1 — 4.1=)(1 — %)(1 - %)(1 - 213712)(1 — 54 )e- Because of the DDH problem
is difficult. Therefore, the proposed CLMRThD scheme is ANON-IND-sMID-CCOA secure against Aj .

Theorem 5.7. The proposed CLMRThD scheme is ANON-IND-sID-CCOA secure against the adversary As
with the difficulty of DDH problem under the random oracle model.

Proof. In here, to save space, we will not give the details. Specific ideas of proof can reference Theorem 5.5. [

6. PERFORMANCE ANALYSIS

In this section, we mainly analyzed computational cost of the proposed CLMRThD scheme. The proposed
CLMRThD scheme compare with [5, 14, 15, 18, 29] in performance.  Let G; be an additive group defined on
a super singular elliptic curve over a prime field F,, with the prime order ¢, and the length of ¢ and p are 512
bits and 160 bits, respectively. The Tate bilinear pairing é : G x G1 — G3. According to [7, 16, 20, 28], we give
the concepts and conversion relations for different time complexity, see Table 1.

We denote n and t the number of the receivers and threshold value, respectively. In order to encrypt a
given message m, in [5]’s scheme, the sender needs to perform 2n + 4 scale multiplication operations in Gy, one
bilinear pairing operations, n hash operations and n + 1 addition operations in an additive group. Therefore,
the computation cost of the sender is Ty, + (2n 4+ 4) X Ty, + (n + 1) X T, +n x T}, = (81n + 1287)T,,. For
decrypting the received ciphertext, t receivers need to implement the following operations: ¢ scale multiplication
in G1, 2t bilinear pairings, ¢ addition operations in an additive group. Therefore, the cost of decryption in the
scheme of [5] is 2¢ X Tpp + ¢ X T + ¢ x T, &~ 2429tT;,,. Computation cost of scheme of [18] is closer to scheme
of [5], its encryption and decryption costs are (81n + 1310)7T;,, and (2429t + 23)T,,,, respectively. The efficient of
scheme of [29] is better than scheme of [5, 18], and the runtime of encryption and decryption are (81n + 104)T,,
and (1229t + 1298)T,,,. In schemes of [14, 15], only need to operate: 5 scale multiplication, 1 bilinear pairing,
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3 hashs, the cost of encryption is 19317,,. However, the two schemes take a lot of running time and expensive
communication costs to establish key shares, and operating costs up to 1229n, and the runtime required for
decryption is very high, reaching (29t + 7502t + 23)T,.

In proposed CLMRThD scheme, to encrypt a given message m, the sender needs to perform below operations:
n times addition in G1, 2n + 1 times scale multiplication in G1, n + 2 times hash. Therefore, in our scheme,
the cost of encryption is (2n + 1) X Ty +n X Ty + (n+ 2) X T, = (81n + 75)T,. In order to get plaintext
from the received ciphertext, a total of ¢ receivers need to perform 2t scale multiplication operations, t + 2
hash operations. The cost of decryption in our scheme is 2t x Ty, + (t +2) X T}, & (81t + 46)T,,. According to
comparisons in Table 2, we can conclude that the proposed CLMRThD scheme has much less runtime in both
encryption and decryption than the recent schemes. Therefore, our proposed CLMRThD scheme has better
performance.

About the security comparison of schemes, shown in Table 2, scheme [18] is not secure. Scheme [5, 14, 15, 18]
did not provide the proof for anonymity, but schemes [14, 15] are CPA and CCA secure in confidentiality, and
scheme [29] is CCA secure in both confidentiality and anonymity. Our scheme can achieve the CCA security in
both confidentiality and anonymity under the random oracle model against the adversaries defined in CL-PKC
system.

TABLE 2. Performance comparison.

Encryption Decryption Set key  Ciphertext Secrity Anonymity
cost cost share condition
18] (204 3)Tam + Top + 1T 2tThp + t(Tamm + Ta) + T (n+3)v1  No -
+(n+ 1Ty, ~ (81n + 1310)T,, ~ (2429t + 23)T), +|M]|
[29] (2n + 2)Tsm +nTy (t+1)(Top + Tsm + T0) (n+1)w; CCA Yes
+(n+2)T) ~ (81n + 104)T,, +3T}, ~ (1229t + 1298)T},, +| M|
B] 2n+4+ )T + (n+ 1)T, + nTy, 2Ty + tTem + tT, (n+ vy CPA -
+Tyy, = (81n + 1287)T,, = 2429tT,, +vo
5Tsm + Top + 3T}, 6tTyp + t(t + 7)Tom nTpp + nTsm 301 + 2, CPA -
[15] ~ 19317, F(2t+3)T, + (4t + 1T}, = 1229nT,, CCA
~ (29t% + 7502t + 23)T,,
5Tsm + Tvp + 3T, 6tThp + t(t + 7)Tom nTyp + nTsm 3v1 + 20, CPA -
[14] ~ 19317}, F(2t+3)T, + (4t + )T}, =~ 1229nT,, CCA
~ (29t 4 7502t + 23)T,,
Our (2n+1)Ten+ (n+2)Th 2T sm + (£ +2)Th v+ | M| CCA Yes
+nT, ~ (81n+ 75)T,, ~ (81t + 46)T,, +nwq

v1, the bit length of an element in G1; v2, the bit length of an element in Ga; vg, the bit length of an element in Z7; ¢, the thres-
hold value of threshold decryption scheme; n, the number of receivers; | M |, the bit length of plaintext; —, the author did not con-
sider in the article.

7. CONCLUSION

In this study, we proposed an efficient CLMRThD scheme using the ECC. Performance analysis shows that
our scheme has much less runtime than existing scheme. We also indicate that the proposed scheme is CCA
secure in both confidentiality and anonymity under the random oracle model with the difficulties of decision
Diffie-Hellman problem and against the adversaries defined in CL-PKC system.

In summary, our scheme has the following merits: (1) bilinear pairings are not used in encryption and
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decryption process, (2) resisting all known security attacks, (3) achieving in both confidentiality of message
and anonymity of receiver, (4) solving the problems of private key escrow problem and public key certificate
management, (5) low computation and communication costs.
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